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A Data Security Hosting Scheme Based on Attribute-Based
Encryption for Trusted Data Space

Abstract: The trusted data space is an important infrastructure for promoting data circulation and utilization, and
fully releasing the value of data elements. The construction of trusted data spaces faces issues such as coordination
among multiple participants including trusted data space operators, data custodians, data providers and data users; pri-
vacy protection in the process of data circulation through outsourcing; and the implementation of “the separation of
three rights” (right to hold data resources, right to use and process data, right to operate data products) of data in
trusted data spaces. To address the above issues, this paper proposes an attribute-based encryption (ABE)-based data
security custody scheme for trusted data spaces. The scheme designs an authorization mechanism for trusted data op-
erators to data custodians, and embeds the data custodian's authorization certificate into the access control process
based on ABE, thereby realizing the authentication of data custodians during access control. In addition, on the basis
of attribute-based access control, a permission-based access control structure is added to realize the separation of three
rights in the trusted data space. Security analysis and experiments show that the proposed scheme has low implemen-
tation overhead, can provide security not lower than that of CP-ABE , and has good application value in trusted data
spaces.

Key words: Data circulation, Access control, Trusted data space, CP-ABE
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